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e source: thehackernews.com

PyTorch Machine Learning Framework Compromised
with Malicious Dependency

f Jan 02,2023 & Ravie Lakshmanan

The maintainers of the PyTorch package have warned users who have installed the nightly builds of
the library between December 25, 2022, and December 30, 2022, to uninstall and download the latest
versions following a dependency confusion attack.

Turning Google smart speakers into wiretaps for $100k

Dec 26, 2022

Summary

| was recently rewarded a total of $107,500 by Google for responsibly disclosing security issues in the Google Home smart
speaker that allowed an attacker within wireless proximity to install a “backdoor” account on the device, enabling them to send
commands to it remotely over the Internet, access its microphone feed, and make arbitrary HTTP requests within the victim's LAN
(which could potentially expose the Wi-Fi password or provide the attacker direct access to the victim's other devices). These
issues have since been fixed.

(Note: | tested everything on a Google Home Mini, but | assume that these attacks worked similarly on Google's other smart
speaker models.)

https://downrightnifty.me/blog/2022/12/26/hacking-google-
home.html




Time-of-Check/Time-of-Use Attacks

* Time-of-Check (TOC) to Time-of-Use (TOU)
- TOCTOU
o KSDLSYNIN Race Condition

* Software bug caused by a race condition
o Checking of the state of aprt of a system
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*The History of Cryptography
*Encryption methodologies
* Cryptanalysis

*Key management

* Applications and uses of cryptography




What Is Cryptography

* Cryptography is the science of hiding information in plain sight, in
order to conceal it from unauthorized parties.

o Substitution cipher first used by Caesar
for battlefield communications




Cryptography begin

«2000 B.C. tuagida (lusitu)
e WUUUNNtUaIUWAIsH (Ws:Q)

* Encryption history

Hebrew (600 B.C.) -- ATBASH
Spartans (400 B.C.) — Scytale
Greeks (440 B.C.)— Steganography
Roman (60 B.C.)— Caesar Cipher

(0]

(0]

(0]

(0]




MSWISHauuu ATBASH (uaaunad)

* AQAUTU IOEJU'DEJUS lUE) 500-600 UnouAsaania

anNoSNuU

LNUAMSNUSLSA AdedIdAUSAdIgame ua:laluauaidu

o C'Jr
r 3L




MSWISHauuvu Scytale (Tvina)

e STAUISON STUDVBULWIODLISEU

» KUVtUBULWIa1ATYUDVASATUSITU
« §iaAsovAULQUCIIVY 9 ADgNISAIdvASIU
* DNDSNU
° LUNSHA (encryption)
o WWURUYWUSDURoull udsidsudondundovnis
o IJDAAUNURUVY:IGTDANUAGAUAU BIusn

> NDQSKHA (decryption)
o UNULWUKUYWUSDURoUly oudondudnsgiuuo




M2ev SCYTALE Cipher

—
_




Steganography

* WUHAaNYIu gatgAsousnlag 31dnsn Lo 440 UnounSaama
* youUDAIIW(Hidden) unumstdsovnivdnditunisoiu

e lutKoWUIATQEIQSY




Caesar Cipher

*AlSU YLaga 8v1s (44 UnounSaanma) WaIUNISLUNSHaaHSUlGdavinnou
SzHJ1vAU
*DanNosSNu
> Encryption
> AANEAU ATBASH udtdaudddnusiu 3 dd 1w6u A nargu D

> Decryption
o ADEMIDNUSNAU 3 A WU aoa D 1a 9nus A

e Standard Alphabet :ABCDEFGHIJKLMNOPQRSTUVWXYZ
e Cryptographic Alphabet :DEFGHIJKLMNOPQRSTUVWXYZARBC

Plaintext :LOGICALSECURITY
Ciphertext :ORJLFDOVHFXULWB



ROT13

* WeUUNtUgAHAv Us:uieu 2000U Kavon

Caesar Cipher AlBICID GIH] 1]
- WewulLaU A.A. 1980 ror3 } 4 4} ORI
* DanoSnuU NJOIP|Q TOIVIW

o MSLILA:nDasHanae Caesar Cipher
o ucitdagudInNNISLasu 3 aoanus wWu 13 dionus




a2uda Caesar Cipher

- ATBASH 1J1sKadign1stdauddanus 25 anus (A > 2)

e Caesar LUNISKdaQ>gNIslaasucdonus 3 conus (A > D)
*« ROT13 LUSHaadgnIstanucdonus 13 cdonus (A = N)

* ADIUADVANS
> ANADVMSAVUDADIWIQYS:UNSU (AUNSNEYUDNDASHA) D:N1DEVTS

> Solution : lAduCDNUS k (1D MUDUCIDNUSNLADU ADNTJUINDASHA
o SIAWN: Wav ua: WU

C=E(M) M = D,(C)

Encryption Decryption



Encryption Terms and Operations

* Plaintext (M) — an original message
* Ciphertext (C) — an encrypted message

* Encryption(Ey) — the process of transforming plaintext into
ciphertext (also encipher)

* Decryption(D,) - the process of transforming ciphertext into
plaintext (also decipher)

* Encryption key(K) - the text value required to encrypt and decrypt
data



Vigenére Table

L] L]
V'gen re C'pher abcdefghijklmnopgrstuvwxyz2 L
Aabcdefghijklnm ) ;W z .
E%kj)(:(r(gqgiljk}l(.'n::l;;i;(:;:u::l:;i: Repkiated ztcun B
Ccdefqhi’jk';mnopqrstuvwxyzub‘ y stem
PDdefghljRklimnopgrstupiyxyzahbhe tySECUI'i
- Ee f higkl 1 " [ yzabcd
°In the 16th century in France Ffghijklinnoparstuvwxyzabods tys
- - . r Gghijklmnopgqrstuvwxyzabcdef And
Hh j k1m O 5 7Y 2 bcdef :
Blaise de Vigenere developed a e T ecurity
Jiklmnopgrstuvwxyzabcdefghi Control
- - - < . r s s % o N -
substitution cipher for Henry il LI op et uvuiytabcdetonix
Mmnopgqrstuvwxyzabcdefghi3jkl
Nnopgrstuvwxyzabcdefghijkl1lm
— . 0] tuwvs ? becdefighijkl
e LUAJ LOD JOWUsS P gcotuywaysabodergiihinns
Qgrstuvwxyzabcdefghijklmnop
Rrstuvwxyzabcdefghijklmnopg
o — - Sstuvwxyzabcdefgh%j@lmnopqr
* uudAnQ Caesar cipher AR M b et
_ _F o — Vvwxyzabcdefghijklmnopgrstu UNV UMCUY
c ¢ i 4 1
o IWUNMISWWagu key tunmistuiuazaoQsHd X UREHENN EURLIA LN BERE Uy TCKGT LVGQH
= - — - Yyzabcdefghijklmnopgrstuvwx KZHJL
Z 2 b d f hiijkl u
° ASVUSAUDVMIS LUISHAQOYNISSEUNTJULY PRRSSSSEE AL SN SS I ST ERE TS
B Ll
SHdAdAQU
K= Key: SECURITY
Plaintext message:
C — E M M= SYSTEM SECURITY AND CONTROL
- =k
Ciphertext message:
C= KCUNV UMCUY TCKGT LVGQH KZHJL




wuonau Ciphers

* Transposition Ciphers
> JAUCUKUY
> 1YU Rail fence cipher dauonnistdgudigivuo wWuuuavalv

HELLOWORLD mm) Etagg ) HLOOLELWRD

* Substitution Ciphers
o Caesar cipher

* Monoalphabetic Ciphers
* Polyalphabetic Ciphers



Monoalphabetic Cipher

*One alphabetic character is substituted

o::anoth_er alBlc|pleE|F|a|H[1]J].]|z
> Caesar right-three D|E|F|G|H[I|J|K|L|M|. |C
shift:

c Or a more random

A|/B|C|ID|E|F|G|H|I|J]|..|Z
scheme:

W EIR|T|B|[N|IPIQ|C|U|..|X

*Subject to frequency analysis attack



Polyalphabetic Cipher

*Two or more substitution alphabets

Plaintext A|B| C |D | E | F | G| H I V4
Alphal|lW|E| R | T|B|N|P|Q]| C X
Alpha2|R|B| I | K| Q | D| X |U| N E
Alpha3|VIB|D| | R|H|W]| A |X I U
Alphad M{U| T | X | D| G| P |O | W F
Alpha5(Y |D|V | B | J | | K| E | Z O




Polyalphabetic Cipher (cont)

Plaintext| A|B| C | D|E | F |G| H | Z
Alphal|W|E| R | T |B | N|P|Q]| C X
Alpha2|R|B| I | K| Q| D| X | U] N E
Alpha3|V|B|D | R|H|W]| A |X | U
Aphad M{U| T | X | D|G|P|O| W F
Alpha5|Y |D|V | B | J | | K| E | Z O

e CAGED becomes RRADB

*Not subject to frequency attack



Running-key Cipher

* Plaintext letters converted to numeric (A=0, B=1, etc.)

* Plaintext values “added” to key values giving ciphertext




Running-key Cipher

*Modulo arithmetic 1s used to keep results
N range 0-26
o Add 26 if results < O; subtract 26 if results > 26

Plaintext A | T | T | A | C A|lT|IO|N|C VIiI|A]|N
Key| S |E|C|R|E S|E|C|R|E|T|S|E|C|R
Plaintext| 0 (19|19 0| 2 |10| 0 |19 |14 |13 | 2 2118 | 0|13
Key |18 | 4 |2 |17 |4 |19|18| 4|2 |17 |4 |19|18| 4 | 2 |17
Sum|18|23|21|17 |6 |3 |18[23|16| 4|7 |23|1N|12|2 | 4
Ciphertext| S [ X | V|R|[G|D|S|X|Q|E|H|X|L|M|C]|E




Crack classic cryptosystems

* Statistical ciphertext-only attack

*EXAMPLE: Consider the ciphertext "KHOOR ZRUOG.” We first
compute the fre- quency of each letter in the ciphertext:

« CDonUsUsSINHluUKUVED Uog (AD1WA) TuniAu

« UIVADDNUS WUUDY LU onusnNIKUNALIU as: (a,eio) Monus (th)
a 0.080 h 0.060 n 0.070 t  0.000

0.015 i 0.065 0.080 0.030
0.030 j 0.005 0.020 0.010

0.005
0.020
0.002

0.065
0.060

0.130 0.035
0.020 m 0.030
0.015

b 0 u
c p Y
d 0.040 k 0.005 g 0.002 w 0.015
e r X
f S y
g z




Statistical ciphertext-only attack

«"KHOOR ZRUOG"” G©.1 H9©.1 K©.1 00.3 R9.2 U®0.1 Zo.1
* f(c) TAINMMISIVAUACIDNUS

* p(c-i) Ta»1nvUdU

= D, floplc—1)

0<c<25

¢(t) = 0.1p(6 —¢) + 0.1p(7 —¢) + 0.1p(10 — ¢) + 0.3p(14 — 2)
10.2p(17 — 4) + 0.1p(20 — 4) + 0.1p(25 — 4)



Statistical ciphertext-only attack

*1i=3 , “WTAAD LDGAS”
°*i=6 , “EBIIL TLOIA”
°*1=10 ,“HELLO WORLD”

i o) i o) i o) i o)

0  0.0482 7 0.0442 13 0.0520 19  0.0315
1 0.0364 8  0.0202 14 0.0535 20  0.0302
2  0.0410 9  0.0267 15 0.0226 21 0.0517
3  0.0575 10  0.0635 16 0.0322 22 0.0380
4  0.0252 11 0.0262 17 0.0392 23  0.0370
5  0.0190 12 0.0325 18 0.0299 24 0.0316
6  0.0660 25  0.0430
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iInAldANSHaav ol

* NEYUDAU T9IUudoviiAWEIIRAUTDADIL

* ADIWYID Ciphertext WWoUudovlinfiuADILYD Plaintext
« JUQDULUNSHA

[ Plaintext HEncryption HCiphertext HDecryptionH Plaintext )




Definitions

* Encryption is a method of transforming readable data, called plaintext,
into a form that appears to be random and unreadable, which is called
ciphertext.

* Plaintext is in a form that can be understood either by a person (a
document) or by a computer (executable code).

* Ciphertext, neither human nor machine can properly process it until it 1s
decrypted

* Cryptosystem, A system or product that provides encryption and
decryption

* Algorithm, the set of rules also known as the cipher, dictates how
enciphering and deciphering take place



Encryption

*key (cryptovaiable)

»keyspace HUgiiv S1uduvDVATYULIADUTUIA
> N keyspace Upgd:MIKLAOMSS key B
o LNaMsapasHala
> ATJUDUUNA 2 UN I keyspace 22 = 4 91UdU , ALYUDUUIQ 512 U keyspace = 2572




Cryptosystem

* Software

* Protocols

* Algorithms
*Keys

« D281 Cryptosystem
o TLS
> PGP
o RC4
> AES



The Strength of the Cryptosystem

* ADIWUTVUSVUDY Cryptosystem LUunIsnadosuAdIuUanQAgudY
algorithm aHsSuldua=noasKa

*NAa1D0v Strength uov Cryptosystem v:=auto
> ADWENUDVAISIO key
o ADWEINUDVAISIO Plaintext

«MSIO key JavnuulqQuov keyspace

" e sl

*NS breaking cryptosystem t8dS brute-force attack
> Pentium Core i5 Tangyuotu 3 BdlwvnoNudanany

> cryptosystem AUanasne WumsnandomsidyuiuasnAouwolaas brute-force
attack Govtddal unnd1 1.2aud



Cryptosystem aveoixu

°One-Time Pad

* Ciphers ausatsu
> Block Ciphers
> Stream Ciphers




One-time Pad

* Works like running key cipher, except
that key is length of plaintext,
and i1s used only once

* Highly resistant to cryptanalysis

Plaintext A | T | T A|C|K|A|T|O| N|C|E|V|I |A|N
Key X |V | G|J|E|R|IT | OIQ|W|J|P|E|K|A|F
Plaintext, O |19 19| 0|2 (10| O |19 |14 |13| 2 |4 |21| 8| 0|13
Key| 23|21 6 |9 | 3|17 |8 14|16 (22|9 (15|14 10| 0 |5

Sum |23 |14 |25 9|5 (1|8 7|4 ]9 |11 19 2518|018
Ciphertext| X | O | Z2 | J | F | B | | E|J|(L | T|Z|U|A]|U




Cryptosystem aveoixu

* One-Time Pad

- Ciphers augtsu
> Block Ciphers
> Stream Ciphers




Block Ciphers

*Encrypt and decrypt a block of data at a time
> Typically 128 bits

* Typical uses for block ciphers
° Files, e-mail messages, text communications, web

*Well known encryption algorithms
o DES, 3DES, AES, CAST, Twofish, Blowfish, Serpent




Block Cipher Modes of Operation

* Electronic Code Book (ECB)
* Cipher-block chaining (CBCQ)
* Cipher feedback (CFB)

* Qutput feedback (OFB)

* Counter (CTR)




Initialization Vector (1V)

* Starting block of information needed to encrypt the first block of
data

|V must be random and should not be re-used

- WEP wireless encryption is weak because it re-uses the IV, in addition to
making other errors




Block Cipher: Electronic Code Book

* Electronic Code Book (ECB)

*Simplest block cipher mode

*Each block encrypted separately
o Like plaintext encrypts to like ciphertext
c Vulnerable to a dictionary attack
> WEP does this




ECB Mode

*Images from NIST

ECB Encryption

PLAINTEXT

}

INPUT BLOCK

CIPH,

OUTPUT BLOCK

¥

CIPHERTEXT

ECB Decryption

CIPHERTEXT

¥

INPUT BLOCK

CIPH,

OUTPUT BLOCK

}

PLAINTEXT




Block Cipher: Cipher-block Chaining (CBC)

* Ciphertext output from each encrypted plaintext block is used in
the encryption for the next block

o AovNs IV (initialization vector) d1HSU block usn

(~ [INITIALIZATION| [ p aINTEXT 1 PLAINTEXT 2 PLAINTEXT n
VECTOR
| ‘ ' !
. )i
& INPUT BLOCK 1 INPUT BLOCK 2 INPUT BLOCK n
o
O CIPH CIPH CIPH
z K K
w OUTPUT BLOCK 1 OUTPUT BLOCK 2 OUTPUT BLOCK n
------------------ v
\_ CIPHERTEXT 1 CIPHERTEXT 2 CIPHERTEXT n




Block Cipher: Cipher Feedback (CFB)

* Plaintext for block N is XOR'd with the ciphertext from block N-1.
*In the first block, the plaintext XOR'd with the encrypted IV

{ INITIALIZATION
VECTOR
l A4 ' l
INPUT BLOCK 2 ! INPUT BLOCK n
INPUT BLOCK 1 {b-5) Bits | 5 Bits ; (b-s) Bits ' 5 Bits
_ !
g CIPH, CIPH, CIPH,
>
cr< OUTPUT BLOCK 1 OUTPUT BLOCK 2 5 OUTPUT BLOCK n
% Select | Discard Select | Discard ' Select | Discard
T sBits | (b-s)Bits sBits | (b-s)Bits : sBits ' (b-s)Bits
PLAINTEXT1| _ ¥ PLAINTEXT 2 : PLAINTEXT n
5Bits "I‘ 5 Blts i 5Bits
CIPHERTEXT 1 CIPHERTEXT 2 ; CIPHERTEXT n
\\ 5Btz 5 Bits 5 Bits
I | I




Block Cipher: Output Feedback (OFB)

*Plaintext is XOR'd with the encrypted material in the previous block
to produce ciphertext

/ INITIALIZATION
VECTOR

INPUT BLOCK 1 NPUTBLOCK 2 INPUT BLOCK n
—_
g« CIPH, CIPH, CIPH,
(23 OUTPUT BLOCK 1 OUTPUT BLOCK 2 OUTPUT BLOCK n
w

b
PLAINTEXT 1} .(-é PLAINTEXT 2 >£ PLAINTEXT nA.%
CIPHERTEXT 1 CIPHERTEXT 2 CIPHERTEXT n




Block Cipher: Counter (CTR)

*Uses a “nonce” (a random number
that is used once) that is concatenated with a counter or other
simple function, to create a series of keys
> Allows parallel computation

( COUNTER 1 COUNTER 2 COUNTER n
h 4 A
INPUT BLOCK 1 INPUT BLOCK 2 INPUT BLOCK n
[
o CIPH, CIPH, | = = = = = CIPH,
]
g<, OUTPUT BLOCK 1 OUTPUT BLOCK 2 OUTPUT BLOCK n
>
|
PLAINTEXT 1 > PLAINTEXT 2 —»% PLAINTEXT n —b?
v
\ CIPHERTEXT 1 CIPHERTEXT 2 CIPHERTEXT n
[ [ |




Exam

Which cipher mode uses no IV or nonce?
A. Electronic Code Book (ECB)

B. Cipher-block chaining (CBC)

C. Cipher feedback (CFB)

D. Output feedback (OFB)

E. Counter (CTR)

A. Electronic Code Book (ECB) no IV



Exam

Which mode calculates each block separately, so they can all be
encrypted at once?

A. Cipher-block chaining (CBC)
Cipher feedback (CFB)
Output feedback (OFB)
Counter (CTR)

More than one of the above

m o N

D. Counter (CTR) is faster because each block separately and it allows parallel processing



Stream Ciphers

*Used to encrypt a continuous stream
of data, such as an audio or video transmission

> A stream cipher is a substitution cipher that typically uses an exclusive-or
(XOR) operation that can be performed very quickly by a computer.

*Most common stream cipher is RC4

* Other stream ciphers

o A5/1, FISH, Phelixl, ISAAC, MUGI, Panama, Phelix, Pike, Sapphire-Il. SEAL,
SOBER-128, and WAKE




Stream Ciphers (cont.)

*Encryption: simple XOR with key:

Ciphertext | 1 0 1 1 1 0 1 0 0 0 1 0 0 1 1

Key| 0 1 1 0 1 0 0 1 0 1 1 0 1 0
Plaintext | 1 1 0 1 0 0 1 1 0 1 0 0 1 1 0

*Decryption: simple XOR with the same key:

Plamtext| 1 [ 1 (O |1 (O[O |1 (110|100 |1|1]0
Key|( 0|1 |{1{O0O]j1T|jO0lO0O(1{O0O(1]1]0]1]0
Ciphertext{ 1 |O |11 | T1|O0(1]0|O0O[O|T{O|O]|T1]1




Exam

Which of these is considered unbreakable?

A. Transposition cipher

B. Monoalphabetic cipher
C. Polyalphabetic cipher
D. Running-key cipher
E

One-time pad

E. One-time pad



Exam

Which of these rearranges the letters in a message without changing
them?

A. Transposition cipher
B. Monoalphabetic cipher
C. Polyalphabetic cipher
D. Running-key cipher

E. Block cipher

A. Transposition cipher



Exam

Which of these is a stream cipher?

A. 3DES

B. AES

C. CAST

D. RC4

E. Twofish

D. RC4 is stream cipher



Types of Encryption Keys

*Symmetric key
> A common secret that all parties must know
o Difficult to distribute key securely
- Used by DES, 3DES, AES, Twofish, Blowfish, IDEA, RC5

e Asymmetric key
> Public / private key
o Openly distribute public key to all parties
> Keep private key secret
> Anyone can use your public key to send you a message
c Used by RSA. El Gamal, Elliptic Curve



Symmetric cryptography

s WavUAzWSUtBNTYUOILOYINU

*UDQ ‘
iy
\

Symmetric encryption uses the same keys.

7@

o LlUNSHaua=noasKalatsy

* Uolag
> MSUININYATIEUanaAuMIdsn
] —r L . L . .|.= 1 e Encr Decr
o lGU DRI3 4 Auddovmsdoaisagiolanqne message massics
© ﬁE)\)ZifﬁEjﬁ\)HUO 6 ﬁé Message »  Message Message
1 2
N(N — 1)

= number of keys

2




A2d8v Symmetric algorithms

*Data Encryption Standard (DES)

* Triple-DES (3DES)

* Blowfish

*Internation Data Encryption Algorithm (IDEA)
*RC4, RC5, and RC6

* Advanced Encryption Standard (AES)




Asymmetric cryptography

e LNUTYKINISUDNDIYAY QDYNISTSIVS:UU
o Public-Private Key

Asymmetric systems use two different keys

> neyuontduontasnla (Public Key) forencryption and decryption purposes
> BneuuondwevaanLded (Private Key) ” '
o IUNSHALA:NDASHA D:0DVBAIASVINUAULGUD < imy —
o LUNQDY Public Aovanaqdy Private pub"c\ .
o ALTNA2Y Private v:Govn0ad>g Public triiAu e gy ey
- ?:T;ZZZ |l
*UoQ
o IWTUeYHKIMSUINIYNTIUD e s

c UDLIY
o NMVIUB
> ADVAISHUNYUS:zUDAWaAULEIFY




Asymmetric Encryption Uses

*Encrypt message with recipient's public key
> Only recipient can read it, using his or her private key
o Provides confidentiality

*S1gn message
o Hash message, encrypt hash with your private key
o Anyone can verify the signature using your public key
> Provides integrity and non-repudiation (sender cannot deny authorship)

*Sign and encrypt
o Both of the above




msUs:gna Asymmetric Encryption

* [DN=VVNSU

* IDVMSIUIUNTD
> UDAULUQLINE
o UDADULUISHA (101:0uWSU Ua: ugundn)




ADUMSINVVNSU

*Encrypt message with recipient's public key

- JuadU
> Sunruud Public key 910 dutnasilia A wavnruuIUURTWALDY
> thdoAw (Plaintext) Ndovnisdv WhsKadde Public key
> @0UDANUUUTUKIRSU

n
—l

- WSUdznDQsKAalad dopvlJulni Private Key AAU Public Key Nt3L1sKa




aavmsdudundav

* UoA>WWALWY NNAUGENSDIU

- ADvNSS:U31 Wlatdupidou
P unu Plaintext, M Llhu Message digest

- JuadU
- 13 Message Digest (LUNsHanuLded) LWoK1 Signature uovloAU
o P="Hello” , M=SHA256(P)
° 18 Private key ypvidvluisia M Ta H = E,; (M)
o> duUpAU PIH TUIKWSU
Sun1 SHA256(P) Ta M’

SUTS Public key uavdvaaa M= D, ,(H)
° N M’ == M fiadNUUREVID5

"R
° N
v
"R
° N
v



aavmsdugundv

* UDADTJLUNSHA THIOWI:WSUDaNSo1uUnAIY

*yuQiou
> A ADVNNSdVUDAIIUKI B
1. UNdpADW M WWNSHaady Private key upvdv C1 = EA)., (M)
2. Uh C1 WhsKaady Public key upowsSu C2=E8,,,(C1)
3. d@vdoAdu C2 UK B

o WD B 14Gsu

1. 13 Private key upvauaoasHa C1 = DB,.;,(C2)
2. 13 Public key uov A apasRa M = DA,,,(C1)




Hybrid Encryption Method

18 Asymmetric SOUAU Symmetric
* Asymmetric QQsouvNNTYUD LA

LUNSHa®t
e Symmetric aasvldisKalals) wcitde

Symmetric
key

AsvmMsitvnnNadilv

Decrypts with Paul's
private key

Symmetric
key

Paul reads Bill's

|

Encrypted with Paul’s
public key

e dv session keys unu

message.

!JF

Message

Message

Decrypts with
symmetric key

Encrypted with the
symmetric key

u}

Bill
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Cryptanalysis

*Frequency analysis
> Analyzing frequency of characters in ciphertext

*Birthday attacks

> Collisions in a hash function can be found in approximately sqrt(N) attempts,
where N is the number of possible hash values

> So SHA-1, 160 bits long, will have a collision in 280 values




Cryptanalysis

* Ciphertext only attack
o Attacker has only ciphertext

* Chosen plaintext attack
o Attacker is able to see encryption of selected plaintext

* Chosen ciphertext attack

*Known plaintext attack




Cryptanalysis (cont)

*Man in the middle attack
o Effective against Diffie-Hellman Key Exchange
> Real public key is replaced by fake one

*Replay attack

o Effective against SMB, any non-secure cookie-based authentication, almost all
Web 2.0 sites
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Uses for Cryptography

*File encryption
° PGP and GPG
> WinZip (version 9 uses AES)
o EFS (encrypting file system) for Windows
o Crypt tool for Unix

*Encrypted volumes and disks
> Truecrypt for Windows, Mac, Unix
> Bitlocker for Windows Vista
> PGP Disk
> SafeBoot



Uses for Cryptography (cont.)

e E-mail

- PGP / GPG - asymmetric key (public key crypto)
- S/IMIME (Secure / Multipurpose Internet Mail Extensions) — certificate based

° PEM (Privacy Enhanced Mail) — not widely
used, requires a single global PKI
(which was never implemented)

- MOSS (MIME Object Security Services) — not
widely used




Uses for Cryptography (cont.)

* Protecting network communications
o SSH

o Replacement for telnet, rsh, rlogin
o Secure FTP

o |[Psec

o Encrypts all packets between established pairs
of hosts

o Used for VPNs (Virtual Private Networks)
o SSL/TLS

o Protects web browser traffic




Uses for Cryptography (cont.)

*Web browsing — protects session contents from eavesdropping

o SSL / TLS (Secure Sockets Layer /
Transport Layer Security)
o https: in URL

o 40-512 bit encryption with secure key
exchange

o Server authentication common, client
authentication rare

o SET (Secure Electronic Transaction)
> Not widely used




Topic

* The History of Cryptography
*Encryption methodologies
* Cryptanalysis

* Key management

* Applications and uses of cryptography




Key Management

*Key creation
° Process and results must be protected

*Key protection and custody

o Secured keys in control by the fewest
number of persons




Key Management (cont.)

* Key rotation
o Periodic update of encryption keys

* Key destruction
o Securely destroy, to protect encrypted data to be retired

* Key escrow
> Keys held by a trusted third party




Message Digests and Hashing

* Message digest or hash
o The result of a one-way function on a file or message
o Fixed-length result regardless of message
size
o Impossible (or very difficult) to derive original message from digest

> No other message should produce the
same digest (such pairs are collisions)

o Algorithms

°c MD-5, SHA-1, HMAC




Digital Signatures

*Message digest that i1s cryptographically combined with signer’s
private key
> Requires public key cryptography
o Verifies message integrity
o Verifies identity of signer

> Algorithms: DSA, El Gamal, Elliptic Curve DSA




Non-repudiation

*Inability for a user to repudiate
(deny) an action, because of the
methods used to permit or authorize

the action

c Digital signature
o Verifies integrity of transaction
o Verifies identity of person performing transaction

o Password required to use digital signature




Public Key Infrastructure (PKl)

* Online facility
o Storage of users’ public encryption keys

> Fast lookup via an API that
makes use automatic

o PKI platforms
o LDAP
o Microsoft Active Directory




Encryption Alternatives

* Steganography
- Data hidden in image files, subtle

changes that the eye won't see;
can be encrypted as well

c Many “stego” tools available

* Watermarking

o Like a digital signature — a visible
or invisible mark that claims ownership




Which of these is an asymmetric algorithm?

A. DES
AES
RSA
Twofish
RC5

B.
C.
D.
E.




